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論文内容の要旨
Chapter 1. 
With the increasingly high demands to eliminate wired network bound, people desireω 企eely ∞mmunicate
at anytime and anywhere. In re閃ntye紅s，wireless networks have been developed rapidly. People can utilize 
wireless communications by a po此able compu飴r or a personal digi句1 assistant (PDA) equipped with a 
wireless interfaceωthe mobile communication. However, most of the mobile communications can be 
achieved by a ~モdin企astructure (such as base station) support. In order ωcommunicate in the place 
where there 紅e no fi:xed base station, a new network technology, Mobile Ad Hoc Networks 伽ANETs), 
which is ableωprovide communications service without the need of fi:xed base station, can be used. 
Mobile ad hoc networks (1ANETs) have received increasing attention in recent years due ωtheir 
mob出ty features, dynamic topology, and ea田 ofdeployment. A 1\仏NETis a self-organized and self-healing 
wireless network that consists of mobile devices, such as laptops, cellphones, and personal digi回1 assistants, 
which can randomly move around and freely communicate with others. In addition 旬 mob出.ty， mobile 
devices 紅eable 句 cooperate and 伽wardpackets for each other ωextend the limited wireless transmission 
range by multi-hop relaying, which is used for various applications, e.g., disastβr relief, military operation, 
and emergency communications. However, the wireless and dynamic natures render them more vulnerable 
to various 勿pes of security attacks than the wired networks. The major challenge in MANETs isω 
伊arantee secu陀 and reliable network services. Provision of protected communications between mobile 
nodes in a hostile environment, in which a malicious attacker can launch attacks ωdisrupt network security, 
is a primary concem. To 伊larantee ne同Tork communications safelぁ ω此迫.cate revl∞ation is an impo此ant
つ-??
integral ∞mponent 句 securenetwork ∞mmunications. 
Chapter 2. 
In this chapter, we introdu白 the security problem for mobile ad h∞ networks in the literature. Network 
security is one of the most important 五)undationproblem in the mobile ad hoc networks, which お crucial
requirement for network services and applications. Implementing security is there品目 ofprime importance 
in such networks. Provisioning protected communication between mobile nodes in a hostile environment, in 
which a malicious attacker can launch attacks ωdisrupt network security, is a prim紅y ∞ncem. Owing ω 
the absence of in企astructure， mobile nodes in a MANET have to implement al aspects of network 
functionality themselves; they act as not only end users, but also as routers, which is able 初動rwardpackets 
for other nodes. U nlike the conventional network, another feature of MANETs 臼 the open network 
environment, in which nodes can enter and leave the network 企eely. Therefore, the wireless and dynamic 
natures of MANETs expose them more vulnerable 句 various types of security attacks than the wired 
networks. 
Network security can be classi五ed in'ωthree aspects: prevention, detection, and 肥vocation. We 
illustrate current popu1ar mechanisms in these 五elds respectively, such asω此泊.ca旬 distribution， intrusion 
detection, and certificate revocation. Certi五.cation is a prerequisite to secure network communication. Itお
embodied as a data structure in which the public key お boundω組 attributeby the digi旬1signature of the 
回開問 and can be used 加 verifythat a public key belongs 旬 an individual and to prevent tampering and 
あ暗ingin mobile 疆 hoc networks. Ce抗温cate management is a widely used mechanism which serves as a 
means of conveying trust in a public key infrastructureωsecure communications and network services. We 
present many 肥sea四h efforts that have been dedicated ωdistribution of certi五cate 句 mobile devices, and 
mitigation of malicious attacks on the network. We pay much attention ωthe cert温.ca白 revocationthat is 
an important task of enlisting and removing the certi直cates of nodes who have been detected to launch 
attacks on the neighborhood. 
Chapter 3. 
In this chapter，句 e飴ctively revoke node's ce此温cate and guarantee secure network communications, we 
first take inωaccount the architecture of the mobile ad h∞ network あrcert:温.ca飴 revocation.We know that, 
network a四hitecture is criticalωinfluence on network performance. In this chapter, we 直rst study the 
network architectures of mobile ad hoc networks, and investigate the features of the clustering 
円台
U
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m企astructure. We make u田 ofthe clusterbased architecture 初 construct sys旬mm企astructure. We also 
introduωin detailed the function of Cert温cationAuthority (CA) that is deployed in our system model. Then, 
we de:fine the de:finitions for the mobile nodes in the network model, which 位e classi五ed inωseveral 
categories by the behavior and reliability. Mobile nodes 伺nbe classi:fied by behavior inωthree classi:fications, 
legitima旬 node， malicious node, and attacker node. On the other hand, the nodes can be classi:fied by 
陀liab出.ty inωnormal node, wamed node, and revoked node. In addition, we alωbuild two kinds of 
certi宣cate revocation lists, Warning List ('明也~ and Black List (Bυ， in order to ensu陀 the e島ctiveness of 
revl∞ation pro誑s and avoid abuse of false accusation. Furthermo四， we design three types of control 
packets, Hello Packet (Hp), A，∞:usation Packet 仏p) and Re∞，very Packet (RP)，組dBroadcast Packet (BP), 
あIr implementing the æ此迫cate revl∞ation process. Finally, we summarize the relationship between the 
de:fined nodes and the revl∞ation lists in our ce此温ca旬 revocationmodel. 
Chapter4. 
In this chapter, we thoroughly explain the novel clusterbased 白rt温caterevocation scheme for mobile ad h∞ 
networks. We propose the strategyωdeal with the pro訶ure of revoking the attacker's ce此泊.ca飴 so asω 
terminate i臼 activitiesand drive it out of the network. In addition, we take inωaccount the 血lseaccusation 
situation, and provide a solution to solve this 回en紅白.We also analyze the problem that nodes listed in the 
W訂由nglist are 陀S仕ictedby some limitations and propose a threshold -based algorithm 加 distinguishand 
release legitimate nodes 企omthe warning list. Furthermore, we focus on the security and 即liab出tyofour 
proposed scheme.τb guarantee security, we utilize the self-healing ∞mmunity approach 加 show that the 
probability of adversarial entities suc詁ding in preventing ærti五.cate revl∞ation is qui~ low.τb guaran飴e
high reliab出ty， we release the wamed node 企om the warning listωrestore their accusation function. 
According 初 the threshold strategy, we propose three policesωincrease the accuracy and e伍.ciency to 
release the wamed node. Firstl~月 wetake in.ωa∞ount the 血lse 問lease situation that the malicious node is 
released 企omthe warning list to minimize the false relea田 probab出.ty. Se∞ndly， we evaluate the maximum 
correct 回lease probab出隊 Due 初 the tradeofI between the false release probability and correct release 
probab出.ty in determining the value of threshold, we would like ωch∞se an appropriate threshold ω 
achieve the maximum a∞uracy of releasing nodes that can increase ∞，rrect relea回 probab出.ty while 
maintain low false release probab出.tysimultaneously. Thereゐlre，we propose an algorithmωdetermine the 
optimal threshold 加 maximizethe accuracy of releasing nodes 企omthe warning list, in terms of∞mbining 
the false and the correct release probab出ty.
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Chapter5. 
In this chapter, we evaluate the perfonnance of our proposed cluster-basedωr凶.caterevocation scheme. We 
design the simulations ωimitate the system model. In this model, aωr凶cationauthority is deployed in the 
network, taking chぽgeof the WL and the BLωm但lagethe ω此迫cate あ'reach node in the network. Each 
node maintains two 1∞al 明也 and BL, which are updated by re詈ving the broadcast packet 仕omthe CA.As 
in our scheme, the nonnal node sends the accusation packet ωtheCAωa∞use the attacker node, as well as 
sends the re∞Ivery packet to 四cover the 血lselya∞usednode. In addition, according to the threshold"based 
algorithm, the node is marked as convicted when the number of accusations a即 greaterthan or equal ωthe 
threshold K， ωasωrelease the corresponding accuser node as the legitimate node 企omtheWL.
To estimate the performan?of our scheme, we first run the simulations 白 ve司令 i白 1岨ab出.tyin releasing 
legitimate nodes 企òmthe WL∞mpared with the non"voting"based scheme， ω 伊ぽ組tee enough available 
normal node in the ne加Tork. In addition, we 但モ interestedin the revl∞ation time to evaluate the e伍ciency
and reliability of ce此姐caterevocation in the presenωof ma1icious attacks. In particular, to demonstrate the 
optimal threshold K, we design the experiment ωmeasure Pf and Pc in comparison with those of numerical 
results, and observe the impact of di島民nt threshold values onγ. Furthermore, we alωevaluatβthe 
security that estimate the accuracy of releasing the legi加la句 nodesin tenns of different node speeds and 
densities. 
Chapter6. 
In this chapter, we summarize the overall thesis and discuss the future works. In the thesis, we have 
addressed a mainly issue of cert温ca飴 rev，∞ation 加 ensure security and 肥liab出.ty ゐIr mobile ad hoc 
networks. In contrast ωthe e泊sting methodologies in the literature, we propose a cluster-based ω此述.cate
revocation scheme ∞mbined with the advantages ofboth the voting"based scheme and the non"voting"based 
scheme to revoke malicious ωrt温cate and 801ve the problem of血lse accusation. The scheme can revoke an 
accused node based on single node's a∞usation， and redu?the revl∞ation time and computation ∞mple氾ty
as comparedωthe voting"based mechanism. In addition, we p四senta strategy to restore the ωrt温.cate of 
falsely accused node, improving the accuracy as comparedωthe non "voting"based mechanism. Particularly, 
we provide a new incentive algorithm ωdistinguish and release the legitima飴 node 企omthe warning list, 
and ωincrease the number of available nonnal nodes in the network. In doing 80, we have su伍cientnodes 
to ensure the e伍.ciencyof certificate revocation. 
? ?? ?
論文審査結果の要旨
モバイルユーザが自由に参加できるアドホックネットワークにおいては、攻撃などによりネッ
トワークに害を及ぼすユーザを排除するための認証システムが必要である。とりわけ、攻撃者が
特定された場合、そのユーザ、の認証を速やかに無効にするための認証削除の機能が大変重要で、あ
る。著者は、攻撃者に加え、悪意あるユーザが一般のユーザを攻撃者として通報するなどの危険
性にも着目し、攻撃者のみを正しくかっ早期にネットワークから排除するとともに、悪意あるユ
ーザへの対応も可能な高安全高信頼な認証削除方式について研究を行ってきた。本論文はその成
果をまとめたもので、全編 6 章からなる。
第 1 章は序論である。
第 2 章では、モバイルアドホックネットワークの安全性を向上させる種々の方法についてまと
め、代表的な認証削除方式の利点及び欠点について明らかにしている。モパイルアドホックネッ
トワークにおけるセキュリティ問題・対策に関する幅広い知見を与えるという点において意義が
大きい。
第 3 章では、ユーザがそれぞれの位置関係に基づいてクラスタを形成し、お互いに行動を監視
する仕組みを提案している。また、ユーザを信頼度に応じて 3 段階に分類し、信頼度によって行
動を制限する方式を提案している。これは、ネットワークに直接的に害を与える攻撃者はもちろ
ん、虚偽の通報等により一般ユーザを攻撃者としてネットワークから排除しようとする悪意ある
ユーザに対しでも適切に対処可能な技術を与えたものであり、高く評価できる。
第 4 章では、攻撃者の発見にかかる通報の信濃性の判断において存在する正確性と迅速さのト
レードオフの関係を定量的に評価するための数学モデルを提示している。これは、第 3 章で提案
した方式の性能を相異なる評価尺度の間で最適化する方法を与えたものであり、当該方式の実運
用の側面において貢献度が大きい。
第 5 章では、第 3 章で提案した方式並びに第 4 章で提示した最適化について、計算機シミュレ
ーションによる性能評価の結果について議論している。従来技術との比較によって提案技術の優
位性を定量的に明らかにしたことは、十分評価に値する。
第 6 章は結論である。
以上要するに本論文は、安全なモパイルアドホックネットワークの実現を目的とし、攻撃者を
高精度に特定してネットワークから早期に排除することが可能な認証削除方式を与えたものであ
り、応用情報科学並びに情報通信技術の発展に寄与するところが少なくない口
よって、本論文は博士(情報科学)の学位論文として合格と認める。
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